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Beware of scammers selling bogus medical

treatments and learn the facts about the

coronavirus. There is currently no FDA-approved

vaccine to prevent the disease, so ignore offers

promising otherwise. Stay informed about the

disease by visiting the websites of the:

U.S. Centers for Disease Control and Prevention

at https://www.cdc.gov/. 

NYS Department of Health

(https://www.health.ny.gov/) or by calling a

special COVID-19 hotline: 1-888-364-3065. 

Report retailers that appear to take unfair

advantage of consumers by selling goods or

services that are vital to the health, safety, or

welfare of consumers for an unconscionably

excessive price. Report such incidents to the OAG.

Beware of Coronavirus-related investment scams.

The U.S. Securities and Exchange Commission

recently warned investors about coronavirus

investment frauds. If investors are aware of or

suspect securities fraud or wrongdoing, they

can contact the OAG's Investor Protection Bureau.
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Use caution when making charitable

donations. You should never feel rushed or

pressured to donate, and never make

donations in cash, by gift card, or by money

wire. If you receive a charitable solicitation, do

some research to determine whether the

charity is legitimate, here are some helpful

resources that provide lists of reputable

charities and those that adhere to

accountability standards:

Charity Navigator at

https://www.charitynavigator.org/

Better Business Bureau at:

http://www.give.org/

You can report suspicious charitable

solicitations and scams to the OAG’s

Charities Bureau. 

For additional information, go to: 

 https://ag.ny.gov/coronavirus

 

 

 

 

 

Scammers will exploit valid public health concerns and employ fear-based

tactics to prey on consumers and profit from tactics related to our health

fears. According to the New York State Office of the Attorney General,

consumers should keep in mind the following:
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Be cautious with emails and files received

from unknown senders, especially if they

prompt for a certain action you would not

usually do.

According to Check Point Software

Technologies, Ltd., cyber-criminals quickly

implemented activities in conjunction with

the coronavirus scare: 

 

"Since January 2020, based on Check Point

Threat Intelligence, there have been over

4,000 coronavirus-related domains

registered globally. Out of these websites,

3% were found to be malicious and an

additional 5% are suspicious. Coronavirus-

related domains are 50% more likely to be

malicious than other domains registered at

the same period".  

 

These websites will likely be used in

phishing scams (phishing is the fraudulent

attempt to obtain sensitive information such

as usernames, passwords and credit

card details by disguising oneself as a

trustworthy entity in email form). 

 

So how can you avoid falling victim to these

scam attempts?

 

Ensure you are ordering goods from an

authentic source. One way to do this is

NOT to click on promotional links in

emails, and instead Google your desired

retailer and click the link from the

Google results page.

Beware of “special” offers. “An exclusive

cure for Coronavirus for $150” is usually

not a reliable or trustworthy purchase

opportunity but most likely fraud. At this

point of time there is no cure for the

coronavirus and even if there was, it

definitely would not be offered to you

via an email.

Beware of lookalike domains, spelling

errors in emails or websites, and

unfamiliar email senders.

 

 

 

If you have any questions or feel that you

have fallen victim to a scam, please

contact the Center for Elder Law & Justice

at (716) 853-3087. 

 

 

 

 


